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ABSTRACT

In this paper, we propose an adaptive code embedding method
for reversible data hiding in encrypted images (ACE-RDHEI).
It encrypts the original image into a noise-like one by block
permutation and modulation, and no reserving room process
is needed before image encryption. The secret data is then
embedded into the encrypted image using adaptive code em-
bedding (ACE). At the receiver side, using different security
keys, users are able to extract the secret data and recover the o-
riginal image separately and losslessly. Compared with exist-
ing RDHEI methods, ACE-RDHEI significantly improves the
embedding rate. Experimental results are provided to show
the excellent performance of our proposed algorithm.

Index Terms— Reversible data hiding, encrypted image,
adaptive code embedding, privacy protection

1. INTRODUCTION

Cryptography and data hiding are two techniques used
for digital image privacy protection. The former one aims
to change the image into a noise-like one to prevent unautho-
rized access, while the later one is to embed the secret data
into a cover image in an unnoticeable way. Reversible data
hiding (RDH) [1] is able to perfectly recover the cover im-
age after extracting the secret data. In recent years, due to
the development of the cloud computing, RDH in encrypted
images (RDHEI) has caught many researchers’ attention. It
can be utilized in many applications, such as medical images,
law forensics and military applications [2,3]. For example, in
order to keep the patient privacy, the doctor encrypts medical
images before sending them to the cloud. To manage these
images easily, the cloud provider or other administrator may
hope to add some notations (or additional secret data), such as
the image source and categories, to the image without know-
ing its content. At the receiver side, we hope the authorized
user can extract secret data and recover the original image
separately and losslessly.
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A lot of RDHEI methods have been proposed in recent
years. They can be divided into two categories, namely vacat-
ing room before encryption (VRBE) and vacating room after
encryption (VRAE) [4]. The former one needs a preprocess-
ing before image encryption. Although it can achieve a higher
embedding rate and better performance than that of VRAE,
this may not be applicable because the content-owner may
have difficulty to do such complex operation [5]. Therefore,
many researchers show their interests on developing VRAE
methods.

The early published VRAE methods [3, 6-8] divide the
original image into blocks and encrypt each block by stream
cipher. Secret data is then embedded into the encrypted image
by flipping a number of least significant bits (LSBs) within
the block. In [9], secret data is embedded by using the public
key modulation mechanism. In these methods, data extraction
and image recovery can be jointly applied. In addition, they
may result in incorrect extraction of secret data and recovery
of original image when block size is small. Later, a number
of separable RDHEI methods have been proposed so that data
extraction and image recovery can be accomplished indepen-
dently. Methods in [10—13] compress several LSB planes in
the encrypted image to accommodate secret data. However,
the embedding rate is limited due to the difficulty for reserv-
ing room in an encrypted image. In Yin ef al.’s methods, im-
age are encrypted by permutation [14] and modulation [15],
secret data is embedded by histogram shifting method [1].
However, they also suffer from low embedding rate. In ad-
dition, method in [15] requires the original image contains no
saturation values. In Wu ef al.’s separable method [16], image
is encrypted by stream cipher and secret data is embedded by
modifying the two most significant bits in the encrypted im-
age.

In order to improve the embedding rate while keeping
the merits of VRAE and separability, we propose a RDHEI
method using adaptive code embedding (ACE-RDHEI). It en-
crypts the original image into noise-like one while keeping
redundancy within small image blocks, so that secret data can
be embedded into the encrypted image by exploiting its spa-
tial correlations within each block.

The rest of this paper is organized as follows: Section 1 in-
troduces the proposed ACE-RDHEI in detail. Section 3 shows
the experimental results and comparisons. Section 4 draws a
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Fig. 1: Framework of the proposed ACE-RDHEIL

conclusion. Thus, RP consists of k pixels and all of them will be kept un-

2. ACE-RDHEI

Fig. 1 shows the framework of the proposed ACE-
RDHEI, which consists of three phases: (1) image encryption;
(2) data embedding and (3) data extraction and image recov-
ery. These three phases are accomplished by the content-
owner, data-hider and receiver, respectively. Next, we will
introduce each phase in detail.

2.1. Image encryption

Suppose an M x N original image I is with a depth of
8-bits. Firstly, the content-owner divides I into a series of
2 x 2 non-overlapped blocks. Thus, &k blocks are obtained,
where & = M N/4. According to the image encryption key
K., blocks are permutated within the image, and the obtained
image is denoted as I. We denote the i'" block in I as I;,
where ¢ = 1,2, ..., k. Then, pixel in each block is modified
by

E/ = (I +R;) mod 256, (j=1,2,3,4) (1)

where 7 is the 5% pixel in the " block of image T in raster
scan order. R; € [0,255] is a random value generated by
K. Thus, the encrypted image E is obtained. Because the
same value R; is added to each pixel of ]Ii for modulation, the
resulted block E; will mostly keep the same similarity as it
is in the original block ]L. Thus, we can embed secret data
into the encrypted image by exploiting the spatial redundancy
within image blocks.

2.2. Data embedding
2.2.1. Pixel classification

After obtaining the encrypted image [, the data-hider fist
divides it into k blocks as it is in the image encryption phase.
Then, all pixels within the image are classified into 4 cat-
egories, namely (1) reference pixel (RP); (2) specific pixel
(SP); (3) embeddable pixel (EP) and (4) non-embeddable pix-
el (NP). RP denotes the set of the first pixel Ezl in each block.

modified during the whole data embedding phase. SP denotes
the second pixel E% in the first block, and it is utilized to store
parameter that will be generated later. For each of the rest
(3k — 1) pixels, we first calculate its difference value e by

e=FE/ —E}, (j=23,4) )

Given a parameter «, if e satisfies Eq. (3), the pixel is classi-
fied into EP; otherwise, it belongs to NP.

227 <e< 22 ~1], (I<a<?) O

Suppose EP and NP consist of n; and ns pixels, respec-
tively. Thus, ny +no +14+ k= MN.

2.2.2. Adaptive code embedding (ACE)

Then, we use ACE to embed secret data into the encrypted
image. Because the parameter o will be used for data extrac-
tion and image recovery at the receiver side, and it can be
represented by 3 bits, we embed it into the first 3 bits in SP by
bit replacement. For each pixel in NP, we replace its first 1 bit
by a special bit ‘1, and keep the remaining 7 bits unmodified.
The original 3 bits in SP and first 1 bit of each pixel in NP
will be selected and stored with secret data. For each pixel in
EP, we replace its first « bits by a predefined code and embed
secret data into the rest (8 — «) bits by bit replacement. We
denote the encrypted image after ACE as E.

Fig. 2 shows an example of codes when o« = 1,2, 3 and
4. Taking o = 3 for example, according to Eq. (2), e €
{-2,-1,0,1}. Thus, 2¢~! bits (‘00°, ‘01°, ‘10, ‘11°) can
denote the 4 cases of e by one-to-one mapping. In order to
distinguish EP from NP, we add a ‘0’ to the front of each
case of codes. Therefore, {000,001, 010,011} are one-to-one
mapped to 4 cases of e, respectively.

Given an «, we can calculate the effective embedding rate
(ER.,) by

nyx (8 —a)—ng —3
YN (bpp) )

The maximum embedding rate (ER,,,,.) is then obtained by

ER, =

ER,,q, = max{ER,}’_, (bpp) (5)
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Fig. 2: Example of codes when (a) a = 1; (b) @ = 2; (c) &« = 3 and
(d)a=4.

Thus, the payload P consists of three parts: (1) the first
three bits in SP (IE2); (2) the first 1 bit for each pixel in NP and
(3) the encrypted secret data. Note that, in order to achieve
a higher security, the secret data is encrypted by K before
embedding.

2.2.3. Stream cipher

After ACE, using K, pixels in SP, EP and NP are mod-
ified by a stream cipher to obtain the final marked encrypted
image D as shown in Eq. (6), and pixels in RP will be kept
unmodified. Here, E(Z) means the z*" pixel in set {SP, EP,
NP}; T, is a random integer within the range of [0, 255] and
generated by K;; ‘@’ is the bit-level X-OR operation.

D(z) e ]E(z) eT,, (Z =1,2, ,3]43) (6)

2.3. Data extraction and image recovery

At the receiver side, using different combination of secu-
rity keys, the secret data and original image can be extracted
and recovered separately.

2.3.1. Data extraction

When holding keys K; and K}, users are able to extract
the secret data. Firstly, the marked encrypted image DD are
divided into k non-overlapped blocks as in encryption phase.
Then, all pixels except in RP are stream deciphered by

E. =D oT., (2=1,2,..,3k) (7)

where T, is generated by the same way that in data embed-
ding phase.

After obtaining the encrypted image E with data embed-
ded in, we first extract parameter o from the pixel ]Ef For the
rest (3k—1) pixels, we check them one-by-one to see whether
they belong to EP or NP. For each pixel in EP, we then extract

(8 — «) bits of the payload. Finally, we extract the encrypted
secret data from the payload and decrypt it using K, to obtain
the plaintext secret data.

2.3.2. Image recovery

To recover the original image, we first obtain the image E
and payload P by the same way that in data extraction phase.
Then, we recover the first 3 bits of SP and the first 1 bit of each
pixel in NP using P. For each pixel in EP, according to the first
a bits code, we first obtain its corresponding difference value
e based on the one-to-one mapping rule. Then, we recover
pixels in EP by

El =K +e, (j=2,34) (8)

Thus, the encrypted image E is obtained. Next, we decrypt it
by
I = (E! —R;) mod 256, (j=2,3,4) )

where R; is generated by the same way as it is in the im-
age encryption phase. Finally, we inversely permutate these k
blocks using K to obtain the final recovered image I.

3. EXPERIMENTAL RESULTS

In this section, we show the experimental results of the
proposed ACE-RDHEI and comparisons with several exist-
ing related works. All test images used in this paper are
with a size of 512 x 512 and selected from the Miscelaneous'
database.

Fig. 3 shows the simulation of ACE-RDHEI using Lena
image. When a: = 5, it reaches the maximum embedding rate
of 1.579 bpp. The encrypted image (Fig. 3(b)) and marked en-
crypted image (Fig. 3(c)) are both noise-like ones to prevent
unauthorized access. The recovered image (Fig. 3(d)) is ex-
actly the same with the original one (Fig. 3(a)), no distortion
will occur.

The detailed pixel value distribution of the original, en-
crypted and marked encrypted Lena images are shown in
Fig. 4. From the results we can observe that pixel values in
the encrypted image (Fig. 4(b)) and marked encrypted image

Thttp://decsai.ugr.es/cvg/dbimagenes/g512.php.

Table 1: Effective embedding rate of different images under various

«
(67
ERa (bpp) — 2 3 g 5 6 7
Lena — 0.16 0.70 132 158 127 0.68
Airplane 0.14 0.62 128 1.72 168 126 0.66
Peppers — 007 055 1.15 153 129 0.68
Barbara —_ —_ 035 085 1.09 094 0.54
Boat — 020 0.77 132 143 1.16 0.64
Lake — — 030 0.79 115 1.09 0.62
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Table 2: Comparisons of the maximum embedding rate when the original image can be lossless recovered.

ER oz (bpp) | Zhang [3] Hong [6] Zhang [17] Li[8] Zhang[10] Wu[l16] Yin[15] Yin[l14] Zhou[9] ACE-RDHEI
Lena 0.004 0.004 0.005 0.010 0.036 0.060 0.12 0.13 0.15 1.58
Airplane 0.001 0.001 0.005 0.013 0.036 0.039 0.19 0.21 0.19 1.72
Barbara 0.001 0.001 0.001 0.005 0.036 0.001 0.09 0.10 0.15 1.09
Peppers 0.004 0.004 0.005 0.006 0.036 0.009 0.11 0.12 0.19 1.53
Boat 0.001 0.004 0.005 0.009 0.036 0.009 0.14 0.15 0.15 1.43
Lake 0.001 0.004 0.005 0.005 0.036 0.007 0.09 0.10 0.01 1.15

(© ()

Fig. 3: Simulation results of the proposed algorithm in Lena image:
(a) the original image; (b) encrypted image; (c) marked encrypted
image with & = 5, ERyae = 1.579 bpp; (d) recovered image,
PSNR = +o00 dB.

(Fig. 4(c)) are uniform distributed in the whole image. Thus,
the security can be ensured.

Table 1 lists the effective embedding rate of different im-
ages under various a.. From the results we can observe that,
different settings of o will result in different embedding rates.
Image with less texture is able to achieve a higher embedding
rate than that with more texture. When « is small, more tex-
tured images may not able to embed secret data (e.g.,a = 1,2
for Barbara, Lake). The maximum embedding rate can reach
as high as 1.72 bpp (Airplane, a = 4).

Table 2 compares the maximum embedding rate of ACE-
RDHEI with several existing VRAE methods. The results are
under the same situation that the original image can be loss-
less recovered. For methods in [3] and [6], we set the image
block size to 8 x 8 for demonstration and for [14] and [15], it
is set to 4 x 4. For Wu et al.’s method [16] and Zhou et al.’s
method [9], each pixel group and image block are embedded
with 4 and 3 bits of the secret data, respectively. From the
results we can observe that, the proposed algorithm signifi-

Fig. 4: The distribution of the pixel values in test image Lena. (a)
The original image; (b) the encrypted image and (c) the marked en-
crypted image.

Table 3: UACI and NPCR results between the original and encrypt-
ed images (I, E), and original and marked encrypted images (I, D).

UACI (%) NPCR (%)

CE) OD) | GE) OD)

Lena 28.72  28.62 | 99.62 99.61
Airplane | 3231 32.29 | 99.62 99.61
Barbara | 29.92 29.85 | 99.59 99.59
Peppers | 31.12  31.02 | 99.58 99.58
Boat 29.56  29.45 | 99.58 99.59
Lake 31.44 3133 | 99.58 99.58

cantly improves the maximum embedding rate under various
images.

We use the Unified Changing Intensity (UACI) and Num-
ber if Pixel Change Rate (NPCR) to evaluate the differences
between the original and encrypted images, and original and
marked encrypted images, respectively. The results are list-
ed in Table 3. As we can see, the UACI and NPCR results
are close to their theoretical values, 33.464% and 99.609%,
which proved in [18]. Thus, the security can be ensured by
the encryption effect.

4. CONCLUSION

In this paper, we proposed an encryption domain based re-
versible data hiding method using adaptive code embedding.
It encrypts the original image by block permutation and mod-
ulation. Secret data is then embedded into the encrypted im-
age by exploiting the spatial correlations of pixels within the
block. Experimental results and comparisons have shown the
excellent performance of our proposed algorithm.
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